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Multi-Factor Authentification with TOTP
Multi-factor authentification is used to make logging into Projectile more secu-
re. 

Normally you log in to a website (with login name and password). This hap-
pens over a network connection and this is the 1st factor. Since this network
connection can be intercepted, it is now common to use a 2nd factor for securi-
ty, which runs through another device, another connection. Usually one uses a
cell phone or a special device for this purpose. 

In the case of Projectile, there is an app on the cell phone called Authenticator.

A one-time password a password that is valid only once. Time-based means
that it is calculated based on the current time. 

Additionally,  one has  to  register  the cell  phone beforehand.  Through a QR
code, the user is registered in the app and connected to Projectile and so the
2nd factor can give an additional security that only allowed people use Projecti-
le. 
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Activating & Configuring the TOTP Module 
A user  with  the  appropriate  authorization can configure  the  module  in  the
password manager on the new "TOTP Multifactor Authentication" tab. 

TOTP - Timed One Time Password - Settings:

• TOTP active: Here you can activate the module. 

• TOTP App Name: The name that appears in the Authenticator app can
be entered here. This facilitates the assignment if other programs are
used that require this app.

• Maximum logins without TOTP authentication configured: How of-
ten can a user log in even without two-factor authentication.

Request TOTP:

• on change of own password: Here you can set whether two-factor au-
thentication is required each time you change your own password. 

• on password change for other user: Here you can set whether two-
factor authentication is  required when setting a password for another
user.
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• after n logins: At this point it is possible to set after how many logins
the two-factor authentication is necessary.

• after n days: At this point it is possible to set after how many days the
two-factor authentication is necessary.

The module is now completely configured. Now it must be saved and the confi-
guration must be reloaded. From the next login this module is active.

Setting Up Authentification
The user needs to set up the device for two-factor authentication only once.
One needs to perform the setup process only once.

After logging in, a QR code appears in Projectile.

© Information Desire Software GmbH                                                                     Seite 4



To the right you can see the Google Authenticator app on a smartphone.

Now, to create an account on this app, you need to scan the QR code with your
smartphone. 
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Now an account has been created. Here you can also see the TOTP application
name that you set up during the module configuration and the user in bra-
ckets. 

One must now enter the one-time password (here:  052 691) under the QR
code.

Now the smartphone has been set up for two-factor authentication. If you want
to log in now, the following login screen appears.
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After entering the required one-time password, Projectile can be used as usual.

Here you can see once again that - if it was configured like this in the module -
you have to enter a one-time password when you change the password.

If the user has no access to his registered smartphone once, the admin can re-
set the login attempts. 
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This enables the user to log in once without the two-factor authentication. 

If the user has no access to his smartphone anymore, the admin has the possi-
bility to delete the TOTP registration for this user. 
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At the next login, the QR code appears again and the user has to register a de-
vice again.

An admin can also exempt a particular user from multi-factor authentication by
enabling "No multi-factor authentication required". 
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